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FOREWORD

The software FAILCAB BASIC version 2 includes sonfdhe FAILCAB version 7 features.
It is not the subject of a specific user manual

The copyright law and international conventionst@ecb the FAILCAB software and its
User’s Manual. Their reproduction or distributi@ither wholly or partly, through any means
whatsoever, is strictly prohibited. Any person wdhmes not comply with such provisions is
committing an offence of forgery and is liable t@gecution and can be sentenced under the
provisions prescribed by the law.

The Programming Protection Agency (A.P.P.) refeesri€AILCAB at the 1.D.D.N. (Inter
Deposit Digital Number) index, with the followingference:

IDDN.FR.001.070017.00.R.P.2000.000.20600
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1 The FAILCAB Software

1.1 General Presentation

FAILCAB helps achieving and operating FMECA (Failure Modiged& And Criticity
Analysis) and PRA (Preliminary Risks Analyses) adomy to specific or standard formats
(Standards X 60-510, CEI 812-1985 and MIL-STD-1629A

It automatically controls the material or functibmeioduct arborescence and offers various
supports to user to relieve him from a major pétyping activity.

So, this allows to supplement automatically the FEMEfrom nomenclatures, lists of fault
modes, effect synthesis, or any other database.

Furthermore, such supports foster the standardizaif words used so as to facilitate the
subsequent performance of analyses using multiierion sorting.

From FMECA or PRAFAILCAB allows also to automatically generate synthesisioh@nts
such as the risks control manual intended for tbeyct operators.

1.2 Installing FAILCAB on Hard Disk

Please comply with instructions shown in CD-ROM.

1.3 To Start FAILCAB
In EXCEL, open fileFAILCAB.xla .
Software's functionalities are then accessiblegu8R#RA" or "FMECA" menus, spreadsheet

functionalities remaining always available. The ocoamd "Others menus" allows to change
the menu.
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Bannrsr on Excel versions after 2007

B3 FAILCAB V.6 - Classeur3
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B3 FAILCAB V.6 - Classeur3

Utilities bar "Arborescence”

Entry grid

Field search

Automatic replacement

Selection

Synthesis format
Ukilities bar "Synthesis format"

Synthesis

Files
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Utilities bar "Arborescence”

Creation

Enkry grid

Field search

Autarnakic replacement

Supplementing

Selection

Synthesis format

Utilities bar "synthesis format’

Synthesis

Document to be printed

Menus on Excel versions prior to 2007

A help and a teachware are proposed in the menu.



2 Teachware

The teachware presents the risks control methodsmieans of various tables and
demonstrations.

2.1 Risks control

2l DIDACT_1

RISKS CONTROL

Iterative step consisting with:

F? - Seeking and identifying the risks

% - Classifying the risks according to their criticality (or gravity)

@i‘ - Accepting or treating the risks

RISK: Dreaded potential event characterized by the criticality which covers:

+ The gravity of the effects {(consequences) resulting from the occurence of the
risk, on the product itself or its external environment (material, human,
environmental)

+ The probability of occurrence, which can be quantified in some cases

Idertification ‘ Classification ‘ Treatment ‘ Returr ko the menu ‘

Identification of the risks

Seek carried out by complementary approaches and analyses

Steps: Deductive: hased an the imagination
Inductive: based on the analysis of the design

Top Down | Bottom up: of the general to the particular or conversely

Analyses : REX: Exploitation of the lessans learned (rules of design)
PRA: Preliminary Risks Analysis
FMECA: Failure Modes, Effects and Criticality Analysis
Hazard Analyse: [dentification of the dangerous entities and situations
Faults Tree: Analysis of the combinations of events inducing the feared event
Worst case: Analysis under the extreme operative conditions

Constraints Analysis: Checking of margins taken on the characteristics of the companents

Return




£l DIDAC_1c

Classification of the risks:

10 -2 hom

Example: . . Prohibited field
105 hom
10-7 ) howiy
10 -9/ b
NEGLIGIELE SIGRIFICANT MAJOR  SERIOUS CATASTROPHIC
CLASSIFY EFFECTS
CATASTROPHIC Loss of human life
SERICUS Serious injury
MAJOR Loss of the mission
SIGMNIFICANT Light degradation
MEGLIGIBLE Without consequences

Fareach class af risks can be associated gualiiative and guaniifative crite ria to respect

Example: Probability = 10-2 fuilures /& for each catasirophic event and
installation of twea independent safety proreciians

Retum

] DIDAC_1d o] & ]

Treatment of the risk

We can act on his two dimensions by actions of prevention or

Probability
Identified
Risk Prohibited field
!
Prevention
Gravity

Feturn l




2.1 Preliminar Risks Analysis (PRA)

2l DIDACT 2 =13
Preliminary Risks Analysis (PRA)

Identification as soon as possible of the possible causes of faillure
(material, software. human...) and proposal for actions to reduce the risks

Recommardatio

Deductive top down analysis

Advantages /
[izadvantages

Step ‘ Example ‘ Return to the menu ‘

2l DIDAC_2b

The APR

Step: 1. Decomposition of the system according to various aspects in order to better be able
to apprehend the risks: Functional tree structure, Temporal Process  ete.
2. Identification of the risks at the adequate level of decomposition while wondering about the possibility of:
- loss. degradation or untimely operation of each function
- absence of event or erroneous seqrrence
3. Exploitation of the experience feedback (REX)
4. Evaluation and classification of the identified risks

5. Conclusions - Recommendations

Examples of recommendations:

* Requirements to be respected concerning the functions, operations, hardware, software
{folerance with one or more failures, robustness with respect fo the environment, . .)

» Modifications of design such as the implementation of a specific protection, a local redundancy,
an observable mean...

* Operational Procedures, Training of the operators...

» Need of additional analyses on certain components (FMECA, Worst Case,..)

Rietum




] DIDAC 2c

Advantages / Disadvantages of the PRA

Early analysis having a true impact on the design
Taking into account of all the components of the system and their interactions
Focusing of the effort on the points identified like criticisms

Memorizing of the reason of technical choices

© @ © @

Difficulties to quantify the volume of the analyses a priori

® ®

Absence of standards

&3]

Implication necessary of the specialists in the various fields

53]

Cultural difficulty: the reliability engineer takes part in the design beyond simple action of checking

Return

DIDAC 2e oo s

Example of PRA

28 VDC

Sensor F’| Processor H Ram |

"‘ Engine

Mecatronic system

Computer

Tree structure

Dreaded events

Effects at system level

Actions to reduce the risks

Remarks

1. Conversion 28 V / 8V

Loss of CV

Input short-circuit

Output overvoltage

System loss

Loss of the main 28 VDC power
supply

Failur propagation to the
equipment downstream

Redundancy

Circuit breaker or fuse

Hardware protection (inhibition of the CV on
overvoltage detection)

Segregation between converter function and
protection to avoid the risks of failure
propagation

2. Treatment

2.1. Processor

Calculator loss

Diversion of the program

Data emor (register)

System loss

System loss

System loss

Redundancy

Detection by watchdog involving a reboot of
the calculator (Reset) then a reconfiguration
on the redundancy if the failure remains

Software Monitoring

2.2. Memory Bit error System loss Detection by EDAC {Detection and correction |Test and correction of the latent failures at
unit) the end of the tasks (scrubbing)
2.3 clock Drift of clock System loss Clock of the watchdog different fram that of
the processor
3. Sensor Error of measurement System loss Triple redundancy + Vate Segregation between acquisitions
4. Engine
4.1. Mechanics Mechanical breakdown System loss Qualification test
4.2. Wiring Wire failure System loss Redundancy (monitoring of the response of A failure of the engine or its order should not|

the engine compared to its order)

lead to a wire short-circuit to avoid the
generation of a disturbing magnetic moment




2.1 Failure Modes, Effects and Criticalities Analy  sis (FMECA)

@jomAcT3 == cn ==

Failure Modes, Effects and Criticalities Analysis (FMECA)

Analysis of the effects of the component failure modes at equipment level
then subsystem and system level

Inductive bottom up analysis

Si=p Disachantages

Advantages / ‘ Example ‘ Return to the menu

2§ DIDAC_3b

The FMECA

Step: 1. Definition of the system, its functions and its components
2. Definition of the components failure modes
3. Analysis of the effects of the failure modes

4. Conclusions - Recommendations

The AMDEC is presented in the form of tables with several columns (to be defined according to the project)

Compaonent| Function | Failure | Causes | Effects | Gravity | Probability | Detection| Recommendation | Remarks
Mode mean

The FMECA is standardized: NFX60-510: CFI812 ; MIL-STD-1629A
The process FMECA identifies for each stage of manufacture the associated risks

The failure modes can be defined at the compenent level or functionnal block (some components used for an
elementary function) and result from standards or data bases

Returm
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&H DIDAC_3c

@ ©

Advantages / Disadvantages of the FMECA

Analyze of the whole of the components

Suitable for the discrete electronic components

Allows to sort for the same observable symptom the whole of the possible causes: very useful to carry out the
maintenace handhook

Many failure modes little or not treated: component parameters drift, failure in the very integrated
components with nondeterministic effects (ASIC, pP...}, breakdown at interfaces level (mechanics), etc

Not taking into account the multiple failures
Errors of design, realization (software, assembly....) and operation badly covered
Late analysis, based on a detailed definition, having few impacts on the design

Prohibitory cost if generalized with a complex system

Return
=] omAc 3e E=Ei)
| | m N .
Equipment 1 nominal
Example of FMECA W s =
_E;i U3 Equipment 1 redunded
- . - R l J>
Digital link RS422 e ny Equipment 2
Component Failure Modes Effects Criticality Recommendations
oo Loss of the equipment 1N
= Eipeigsr eIt Possible redundancy (1R) s
Loss of the equipment 1N Add resistors of limitation (in series
u2 Short circuit Loss of the data bus 1 on the lines) to the level of the
Mission loss receivers
Loss of the equipment 1N Protection of the transmitter and other
Over voltage : =
u2 (U2 power supply) Loss of the data bus 1 receivers against over voltage
i pPY Mission loss Possibility to disconnect 1N
u3

Criticality: 1 = Mission Loss , 2 = Degraded Mission, 3 = Minor

Feturn
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3 PRA

The Preliminary Risks Analysis (PRA) purpose isdentify risks at the early steps of design
SO as to be capable of controlling them.

Such identification results in a deductive approatich, on a complex system, is only really
possible if the latter is preliminarily broken downsections being sufficiently reduced to be
correctly apprehended by a human spirit.

Such breaking down may naturally regard systemtfong, but may also concern the time

allowance (critical phases), or an industrial pesc@gasks).

Actions for Action
Functional Arborescence Apprehended events Cticity reducing
) status
risks
Product
H H 1. Function A
Identlflcatl_on o poneion A
of risks using | 2t
functional 2.1.1. Elementary Function X |Untimely operation 1 Action A Open
H Function loss 3 Action B Closed
breaklng Deteriorated operation 1 A
down Deteriorated operation 1 2 |
2.1.2.
Actions for
Temporal arborescence Dreaded events Criticity Pbserve d reducing
risks
... Or tempOraI Critical phases
H 1. Phase A
breaklng 1.1. Sub-phase a
down 1.1.1. Event x No event 1 Signal X Action A
Untimely event 3 |
1.1.2. Eventy y before x 2 | | e,

In the case of a functional analysis, the risksiifieation results from an interrogation about
possibilities of absence, untimely or deterioratgueration of any elementary function,
together with nuisances it may cause to environr{fgsitution, overheating, impact...). Such
interrogation leads to a list of apprehended events

Depending on nature of risks and functions studibd, breaking down may be conducted
more or less deeply in arborescence, accordingnédyst priority. In the case of critical
phases, the latter attempts to know whether thatesequence may be disturbed (absent,
untimely or wrongly ordered events,).

So identified apprehended events are subject tasaification according to a scale of gravity
of consequences (or criticity), and actions foudg risks may then be considered.

By setting up a data base combining risks and fonst(phases or process) of product, rules

of design with justification of certain choicesetRRA enables also to formalize the return of
experience.

12



3.1 Main functionalities

FAILCAB helps user conduct PRA then operate it. It oftées following functionalities,
accessible from menu PRA :

PR& Dependability 2
Help
COther menus

PRA Format

Arborescence
Utilities bar "Arborescence”

Entry grid

Field search

Aukomatic replacement
Selection

Synthesis Format
Utilities bar "Synthesis Format"

Synthesis

Files

. Creating PRA format

. Performing the functional or temporal arboreseenc
(automatic management of arborescence references)

. Entering data fostering their standardization
(typing grid, field search, automatic replacement

. Selection in PRA from multiple criteria

. Generating synthesis documents from personala@edats
(synthesis on symptoms observable by the example)

. Generating individual files per apprehended event

A simplified application example is shown below. focomprehensive examples are
accessible using online help.

13



Observable Actions for

Functional Arborescence Dreaded Events Crit . .
Symptoms Reducing Riskg

1. Payload

2. Orbit and attitude checkout
3. Data Handling

4. Telemetry / Remote Controls

5. Heat Control
6. Power supply
6.1. Power generation
6.1.1. Maintaining solar panels Untimely firing of a pyrotechnical squib Specifiofction
prior to spreading out
Tie rod failure 2 Margin + tests
Wrong behaviour on lauching 2
6.1.2. Releasing Solar Generator | Pyrotechnic shear failure 1 Qualification,
(tie rods' cutting)
Pyrotechnic squib failure 2 Redundancy
6.1.3. Solar generator spreading out  Stackisly &dhesion 2
Hooking of bush by a distortedtierodg 2 |TML Design
cutting modification
Hinge lock by bearing-way pollution 2 Cleaning actipn
Stacking part mounted in the wrong way 1 TM7 Polaomat
Procedures
Insufficient motorization 2 Margin + tests
Failure/distortion of panels or hinges 2
6.1.4. Locking Incorrect locking generatingaiyic 2 | TM2; TM3;
disturbances T™M5
Wrong behaviour to locking shock (hinge) Y.
Failure of spreading out sensors 3
6.1.5. Energy Generation Cell pallution (propulsion, pyrotechnic ... 4
(solar cells)
Destruction due to micrometeorites 4
Insulation loss between network andayf 2 |TM4; TM6
structure
6.2. Solar generator orientation Wrong checking 2
6.3. Power control Bar undervoltage 2
Bar overvoltage 1 Protection
6.4. Energy storage (batteries) Heat dissipatpadients) 3
Battery explosion 1
Battery electrolyte leakage 2
6.5. Power distribution Limiter loss 4

Extract from the Preliminary Risks Analysis of asa  tellite

14



3.2 Creating the PRA Format

The command "PRA format" of menu PRA helps creatingew format, store the latter in a
directory specific to user or recover a pre-stdogthat.

Requesting the creation of a new format generdtesdtsplay of next menu in which a
number of fields is offered to user in the FrenclEnglish language.

NEW FORMAT ElE
Define names and column numbers
1 Reference in the tree
|2_ Undesirable events I_Symptoms
I_ Life phase I_Detection means
I_ Mode I_Reaction delay
I_ Failure: made |4_Risk reduckion actions
I_ Possible causes |5_.0.cti0ns skakus
I_ Effects at system level Iﬁ_Remarks
I_ Gravity I_IOthers
[5 critity [ Jothers
I_ Failure rate I_IOthers
I_ Probability: I_IOthers
oK Cancel

User may choose among the latter by defining relegalumn numbers, and possibly define
other fields in the last four items offered.

Action on OK button generates the creation of retpeeformat in a new sheet :

gl PRA1 M=l 3

. Undesirable e Risk reduction .
Reference in the tree Criticity . Actions status Remarks
events actions

So, modifying column width is possible by movingagation lines with mouse or performing
manually other format modifications. The latter mbg saved either immediately after
creation, or from an informed PRA, so as to beedus

15



3.3 Constructing the Arborescence

Command "Arborescence” of menu PRA allows to createarborescence, in the sheet of
selected format or in a blank sheet, or recopy rmorascence already created in another
format sheet.

A position in arborescence is defined by a serfesumbers separated by dots. Each number
features a breaking down order at a certain arbere® level and its position in the series
defines the depth in this one.

0

1.

1.1.
1.2.
1.2.1.

The following utilities bar helps managing autoroally such numbering. It is displayed or
hidden using Command "Utilities bar".

Arborescence

HAMNMNBHMEHEEHEBE X

\E. Modifies initial position by incrementation at themediately higher level :
1.3. -2

This command can be used directly on a selectadptre arborescence.

i iy : . .
< Inserts a new position by incrementation atggoéi level :
1.3. - 2.
i Inserts a new position by incrementation of inipakition :
1.3. - 1.4.
Inserts an additional sub-level in arborescdrara the initial position :
1.3. - 1.3.1.
i Modifies initial position by incrementation at imdiately lower level :

1.3. - 1.2.X.

This command can be used directly on a selectddpéine arborescence. A coherence check
inhibits certain untimely actions to prevent digraps in arborescence.

= E

Buttons and help insert or delete lines in document.

16



= . . S .
= Recalculates automatically any arborescence etimtp by indicating any possible
incoherence.

==

=N

Helps displaying arborescence at a chosen brgaawn level. This one is initiated in
a new document, which can be possibly saved.

il Allows adjusting the space generated by thernaragetween the numbers of different
arborescence levels.

1.
- 1.1

g Allows adjusting the height of cells in thleeet.

3.4 Typing Grid

Command "Typing grid® of menu PRA enables to digpdagrid to be informed which
reassumes the different PRA fields (see examplta)el

ENTRY GRID B3

2.1.1. Roll { pitch detection {earth sensor) File number :

Reference inthe tree 2.1.1, Roll  pitch detection {earth sensor) Insert

|<|> |<|>
iwm.—

Undesirable events Optical head blockage 4
I3 Delete
7 L
Critigity |2 ﬂ g 1
—1" 1o
11 Recopy
Symptoms ITMl Mz ﬂ 1z
2 13
14
Risk reduction actions Redundancy ﬂ 15 Restore
= 16

17 I—

20 Previous

21

22

23

74 Mext

25 -
26 i
27

28

2 ﬂ Close

Such grid helps display different PRA files (copesding to different lines of the latter) that
user may select using cursor or buttons "Previam! "Next". Position in arborescence is
reminded in grid upper section.

Then, user may:

. insert or cancel files at desired positions (@n&t"Insert” and "Cancel"),

. inform or modify a sheet then recopy it in PRAdment (button "Recopy"),

. restore sheet in its initial condition, as soerhas one remains selected (button "Restore").

17



3.5 Field Search

Command "Field Search" of menu PRA helps displ@jiminarily-entered information in all
cells of selected column.

FIELD SEARCH =]

IF‘ru:upeIIant pollution

abnormal rejections on bar ;I
Bar undervaoltage

Cell pallution (propulsion, pyrokechnic .

Limiter loss

Mechanical gyroscope stress

Panels or hinges' Failure [ distortion

Pallukion (propulsion, pyratechnic ..

Presence of flexible structural modes

Propellant pollukion

Propeller loss due to heat divergence

Stacking part mounted in the wrong way

Tie rod Failure

Wrong check, LI

Copy Zancel

Such information is sorted out in alphabetic oréasing order in dialog box, and a cursor
helps facilitating the search thereof.

Selected information, which is displayed in dialwax top section, may then be recopied in
cell selected by simply acting on button "Copy".

Such functionality prevents from reentering alreadyed information and helps standardize
this one in order to facilitate subsequent seledir@reof through multi-criteria sorting.

3.6 Replacing Automatically

Command "Replacing Automatically"” of menu PRA altowodifying terms used in PRA
depending on different criteria, as shown in didhbog of next page.

In this example, telemetry TM3 is replaced by TMaZield "Observable Symptoms" only

when a overheating is apprehended. Other inforrlednetry applications in this field are not
affected by such modification.

18



AUTOMATIC REPLACEMENT

Replace : ITM3 b ITMZ

rHow ?

 In all document

& Limited to field | Sympkams

Reference in the tree =]

- ) .
If cell only includes object to be replaced Undesirable gvents

riticit

" Replacing complete cell

&+ Replacing contents portion Risk reduction actions

Other condition (depending on value in one of Figlds)

Walue : IOverheating of Field : IUndesirabIe events

Reference in the tree
iIndesirable events

' If cell anly includes walue
Risk, reduction actions

™ IF value is included in cell

OF Cancel

3.7 Selection

Command "Selection” of menu PRA helps perform deagcin analysis document from

multiple criteria.
Initiating such command displays a selection tablevhich user finds out again different

fields of his document.

EE‘SELECTIDN1 _ (O] x|
Reference in the| Undesirahle Critlcity Symntoms Risk reduction
tree events ymp actions
pyro =2
6.1.4 impact

DEFINING SELECTION CRITERIA THEN PRESS BUTTON
Unigue criterian per cell relating to caolumn field Selection
Condition AND between criteria of a same line
Condition OR between criteria of different lines
Comparigon operators @ = | >, < 3= <= <=
i Cancel
Generic characters : one : ? more ;¥

So, he defines his criteria as follows :

. Each table cell only includes one criterion relgto relevant-column field.
. A condition AND is considered between criterieacsame line.

19



. A condition OR is considered between criterigifferent lines.

So, previous example leads to searching appreheedeats relating to pyrotechnics with
criticity lower than 2, and those relating to imfgator product function whose reference in
arborescence begins with 6.1.4.

Selection criteria may require comparison operaters > ,< , >= [higher or equal], <= [lower
or equal] ) and generic characters ( ? [a whatsoeharacter], * [many whatsoever
characters] ).

After defining his criteria, user commands selettiy pressing button "Selection" located

close to table.
So, search results are displayed on sheet togsttieselection criteria.

3.8 Synthesis

Command "Synthesis" of menu PRA helps performingoraatically a PRA synthesis
document, as that shown below, from a user preel@fiormat.

7] Im[=] E3
FAULT SHEET Sheet 26
Undesirable events Concerned functions
Heat control failure 2.3.1.1. Propellant storage (tanks)
2.3.1.3. Exhaust (nozzle)
Risk reduction actions
Redundancy
] - (O] x|
— FAULT SHEET Sheet 25
Undesirable events Concerned functions
“isual field obstructed in certain configurations 2.1.1. Roll # pitch detection (earth sensor)

2.1.2.1. Heliocentric direction
measurernent (solar sensar)

Risk reduction actions
All-phase analysis

Criticity
3

Symptoms
Thta

In addition to a synthesis depending on apprehesdedts, the generated document may e.g.
concern criticity, so as to set a hierarchy inawdifor reducing risks, or observability, for
informing system instructions manual on possiblésea of probable hazards.



Synthesis format corresponding to such exampleage below :

£l Syntl | [Of %]
FAULT SHEET
Undesirable events Concerned functions
$3%2 41
541
Undesirable events 41
55 541
41
Criticity $41
53 541
541
Symptoms £
$4 341

Command "Synthesis Format" enables to create soichat, save this one in a directory
specific to user or recover a pre-saved format.

Creating a new synthesis format is carried out franblank format sheet that the user
documents using the following utilities bar :

Synkhesis Formak

[

B | bl | oh

@ Allows recopying in any sheet cell the name of &#A field using a scrolling menu
as that shown below.

SYNTHESIS FORMAT ﬂ!:i

Recopy the nane of a PRA field

Risk, reduction actions

||

oK Zancel

= Allows entering, in any sheet cell, the referenta ®RA field using a scrolling menu
similar to previous one.
During synthesis, this reference (of type $ + fibld.) will be automatically replaced by the
information entered in this field for any page otdment.
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@ Allows to enter, in one vertical cell table locatmuy place in sheet, the reference of a
PRA field using a scrolling menu similar to prevsoane.

During synthesis, this table (the reference of Wwhis of type $$ + field No.) will be
automatically replaced by the list of informationtered in this field for any page of
document.

- Allows to enter, in any sheet cell, the referenéethe PRA field on which the
synthesis will be carried out (activation field).

A synthesis sheet will be generated as many tirsedifierent information will have been
entered in cells of this field. Such referencetype $$$ + field No.) will also be replaced by
relevant information.

E Differs from previous button due to the fact iused for fields capable of including a
list of information separated by semicolons (e:pVi1; TM2; TM12).

A synthesis sheet will then be generated for affgr@int information. Reference used is of
type $$$$ + field No.

This utilities bar may be displayed or be hiddemgiscommand "utilities bar "Synthesis

format™" ".

During synthesis, selection table according toowicriteria is offered to user to possibly
limit the synthesis to a PRA portion.

3.9 Sheets

Command "Sheets" of menu PRA helps performing aatwally a document for printing
which reassumes the different PRA sheets accotdirsgme format as that proposed by the
entry mask. Such document may cover the whole PRy certain sheets.
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4 FMECA

The Failure Mode Effect and Criticity Analysis (FIZB) consists in searching the effects at
equipment level then at system level of elementarpponent faults (see example below).

F_E. Amdesx3 _ O] x|
No. e Component | Failure mode e I—;l[ects at S B Observable | Criticity| Observations
block rate equipment level level
2.3.1. Logic interface module
Elock a FMR Resistar Shore zircuit ] Heat dizsipation Fault propagation if not 2 Implementing a
detected Supervision
Open circuit 0,003 Filter las= Riejection an bar 3 Azsessment in
progress
Dorift ooz Mo effect =3
FMC Resistar Short circuit ] Equipment loss Reconfiguration on T2 3
redundant equipment
Open circuit 0,003 Risk. of reading error Dieterioration of bit ThA4; TME 2 Implementing a
error rate, likelihood test
Rizk of wrong controlzs
Dorift ooz Mo effect
Fwh Resistor Short zircuit ] Bit inversion Riizk of wrong controlss T4 2 Azsessment in
progress
Open circuit 0,044 Mo effect
Dorift 0178 Mo effect
RER Resistar Short circuit ] Untimely control Riisk of wrong controlss|  TRTME 2 Aszsessment in
progress
Open circuit 0,044 Equipment loss Reconfiguration on ThZ; Th2 3
redundant equipment
Dirift, 0176 Mo effect
Signal diode Shart zircuit 0,004 Decoding los=s Fiisk of wrong controlss TR z Aggeszment in
progress

Fault modes considered may be defined at compoaerfunctional unit level (a few
components providing an elementary function) aredariving from standards or databases
specific to user or project concerned.

4.1 Main Functionalities

FAILCAB helps user conduct FMECA and then operate it. ffer® the following
functionalities, accessible from menu FMECA (seet page) :

. Creating formats (FMECA, parts list, fault modsd)

. Entering material product arborescence

. Creating FMECA document (database)

. Entering data fostering their standardization
(entry grid, field searching, replacing automalty

. Supplementing automatically the FMECA from :

- Parts lists (list of components, functional unigult rates ...)
- Fault mode databases (at component or functiomélevel)
- Syntheses of effects (from equipment to system)

- Any other databases imported on Excel
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. Selecting in FMECA from multiple criteria

. Generating synthesis documents from personalaedats
(synthesis on symptoms observable using the eledmp

. Formatting prior to printing

FMECA

I~

Help
Other menus

Formats

Arborescence
Utilities bar "Arborescence”

Creation

Enkry grid

Field search

Automatic replacerment

Supplementing

Selection

Synthesis Format
Utilities bar "Synthesis Format™

Synthesis

Docurnent ko be printed

Menu "FMECA"
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4.2 Creating Formats

Similar to that of menu PRA, command "Formats" anm FMECA helps creating formats
for various documents (FMECA, Parts Lists, Listdaflt modes...) in the French or English
language.

It also allows obtaining standard formats definedtandards X 60-510, CEI 812-1985 and
MIL-STD-1629A.

It is also used to save such formats in a diredpgcific to user or recover pre-saved formats.

4.3 Entering Product's Material Arborescence

Command "Arborescence” of menu FMECA allows entetime material breakdown as in
example below.

£l AMDESX3.XLS5_A M[=] E3

Arborescence

1. POWER SUPPLY
2. CALCULATOR
2.1, Converter
2.1 CPU card
22 Memory card
2.3, Interface card
2.3.1. Logic interface module
2.3.2. Analogic interface module
3. ACTUATOR
4. DETECTOR

Initiating such command generates the creation rdv@ document where user may enter the
arborescence using dialog boxes and same utibtesas that used for the PRA (see PRA
section of manual).

Such utilities bar is displayed or hidden using omand " Arborescence utilities bar".
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4.4 Creating FMECA Document

Command "Creation” of menu FMECA helps creating EMErom a document format and
material product arborescence.

Its activation generates the display of the follogvidialog box in which user specifies the
concerned documents among all opened documenitsaf@nd arborescence).

CREATIMNG FMECA DOCUMENT |
Forrnak Arborescence
|FORMASY.XLS Arbosx.ds

FORMASE. XLS

K | Cancel |

Acting on button OK results in creating a documesnthat shown below.

Functional . Failure Effects at Effects at Observable e
Number Component |Failure mode - Criticity | Remarks
block rate equipment level system level symptoms

#1. POWER SUPPLY

# 2. CALCULATOR

# 2.1. Converter

# 2.1. CPU card

# 2.2. Memory card

# 2.3. Interface card

# 2.3.1. Logic interface module

# 2.3.2. Analogic interface module

# 3. ACTUATOR

#4. DETECTOR
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4.5 Entry Grid

Same as that of menu PRA, command "Entry grid" ehmFMECA allows to display a grid
to be informed which reassumes the different FMEERs (see example below).

EMTRY GRID EE
2.3.1, Logic interface module Line nurber :
b -
Murnber ﬂ 3 — Inserk
= 4
5
Functional block EBlack a B [
= 7 Delete
g -
Component Resistor RNR ﬂ ?D | | =/————
= 1%}
_ 12 Recopy
Failure mods Short circuit i’ 13
> |14
HE
Failure rate 0 B 16 Restore
E 17
18 | — ]
Effects at equipment level  |Heat dissipation ﬂ ég
= 21 Previous
22
EFfects at system level Fault propagation if not detecked ﬂ 23
— gg Mexk
Observable symptoms . Z6 -
- 2? |—
=]
S 29
Criticiky z ﬂ = LI Close
Remarks Implementing a supervision ﬂ

Such grid helps displaying different PRA sheetsrégsponding to different lines of the latter)
the user may select using a cursor or buttons &wsVand "Next". Position in arborescence
is reminded on top of grid.

So, the user may:

. insert or delete sheets at desired locations,

. inform or modify one sheet then recopy in docuni#RA,

. restore sheet to its initial condition, as losglas sheet remains selected.

4.6 Field Search

Command "Field search" of menu FMECA helps dispigypreliminarily entered information
in cells of column selected. It looks like to tldtmenu PRA, but displayed information is
limited to the arborescence portion in which s&ddatell can be found.
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FIELD SEARCH HE|

IFauIt propagation if nok detecked

Deterioration of bit error rate “
{Fault propagation if not detecked F
Reconfiguration on redundant egquiprent
Rejection on bar

Risk. of wrong controls

(" Copy
" Extend search

K Cancel

However, user may extend search by going progrelgsiy in arborescence.

4.7 Replacing Automatically

Same as that of menu PRA, command "Automatic repheat” of menu FMECA allows to modify terms
depending on different criteria, as shown in foilogvdialog box.

AUTOMATIC REPLACEMENT |

Replace IOverheating Evy o IHeat dissipation

How ¥

£~ In all document

% Limited ko Figld : Failure mode
o . . Mumber -
+ If cell only includes object to be replaced Functional black
™ Replacing complete cell (Sl ool = s
" Replacing contents partion Failure rate LI
~Other condition (depending on value in one aof figlds)
Yalue I of Field ; INumI:uer

Functional block

Component
& I cell only includes value Failure mode
Failure rate ll
I value is included in cel
QK Cancel
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4.8 Supplementing FMECA Automatically

Command "Supplementing" of menu FMECA allows to@ement automatically FMECA
from various databases.

Such supplementing may be performed from
. Parts lists (list of components, functional uniigailt rates ...),
. Fault mode lists (at component or functional lewel),
. Syntheses of effects (from equipment to system),
. Any other databases imported on Excel

Same as for command "Creation”, initiating comm#sapplementing” generates the display
of a dialog box in which user specifies concernecuthents among all opened documents.

SUPPLEMENTING FMECA EE

Daka sources FMECA document

|AMDES %1415

FORMASK, ALS
Arbosx, xls j

Acting on button OK generates the display of a sdatialog box in which user finds fields of
both selected documents.

SUPPLEMENTING FMECA EE
Define correspondence between source fields and destination Fields
SOURCE FMECZA
1 - Reference in hardware arborescence I_ Mumber
2 - Lnik |3_ Functional blaock.
3 - Functional block |5_ Component
4 - Locate on diagram I_ Failure mode
5 - Component I_ Failure rate
f - Failure rate I_ Effects at equipment level
7 - Remarks I_ Effects at swstem lewvel
I_ Chservable symptams
|_ Criticity
I_ Rematks
ACTIVATICN FIELD(S) [1 (separatedby ;)
K Cance|

So it indicates correspondence between source daduields and those of FMECA together
with one or more activation fields, before runngupplementing procedure.
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Recopying source field information to the fieldo supplemented is then carried out each timespondence
between activation fields of both documents magdtablished. So, in this example, supplementimpgiformed
as follows :

Reference in Functional Locate on
hardware Unit . Component Failure rate | Remarks
block diagram
arborescence
231 Logic interface module Block a R1 Resistor RNR
R2 Resistor RNC
D1 Diode signal
Block b c2 Capacitor CKR
D2 ZENER Diode
Q1 Switching transistor
Ul Quartz
2.3.2 Analogic interface module Block ¢ R1 Resistor RNR
R2 Resistor RNR
C1 Capacitor CKR
c2 Capacitor CLR
Q1 Linear transistor
Block d R5 Resistor RIR
R6 Thermistor RTH
Q1 Switching transistor
Source document (parts list)
Number Functional Component  |Failure mode Failure I.Effects at Effects at Observable Criticity | Remarks
block rate equipment level system level symptoms
# 2.3. Interface card
# | 2.3.1. !_ogic interface mo|dule | | | | | |
Block a Resistor RNR
Resistor RNC
Diode signal
Block b Capacitor CKR
ZENER Diode
Switching
transistor
Quartz
# 2.3.2. Analogic interface module
Block ¢ Resistor RNR

Resistor RNR
Capacitor CKR
Capacitor CLR
Linear transistor
Block d Resistor RIR
Thermistor RTH
Switching
transistor

FMECA after supplementing
The activation field corresponds here to referencmaterial arborescence (1). Information
located in Functional Unit (3) and Component figllswere recopied in FMECA at different
positions of arborescence stated in source document

Example below shows how this operation is performeth various activation fields. It
regards a supplementing application from a lidaaft modes.
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SOURCE

- Component
- Technology
- Type

- Failure rate (fits)

e B = T 4 B o

SUPPLEMENTING FMECA

Define carrespondence between source Fields and destination fields

- Reference in hardware arborescence

I_ Number

FMECA

I_ Functional block
|4_ Componenk
|6_ Failure mode
IS_ Failure rate

3

- Failure maode I_ Effects at equipment: lewvel
- % of Failure rate I_ Effects at system level
I_ Observable symptoms
|_ Criticity
I_ Remarks
ACTIVATION FIELD{S) |1;4 (separated by ;)
QK Cancel
Reference in . .
0,
hardware Component | Technology Type Fallure rate Failure mode % of failure
(fits) rate
arborescence
231 Resistor RNR Metal layer *RNR* 0,015 Short circuit 0%
Open circuit 20%
Drift 80%
231 Capacitor CKR ceramics *CKR* 0,09 Short circuit 35%
Open circuit 20%
Drift 45%
231 Switching *switching* 0,06 Short circuit 60%
transistor *transistor*
Open circuit 40%
Drift 0%
231 Switch SPDT *Switch* *SPDT* Blocked in ON position
Blocked in OFF
position
Intermediate position
231 Switch DPDT *Switch* *DPDT* Blocked in ON position
Blocked in OFF
position
Intermediate position
231 Quartz *Quartz* 20 Short circuit
Open circuit
Drift

Information located in Failure Mode (6) and Faudtt&R(5) fields will be recopied in FMECA
as soon as one type of component (4) is recognizeBEMECA Component field and

Source document (list of fault modes)

correspondence with Reference in arborescencs €btablished.

Generic character *, which replaces any numbehafacters, is used to recognize the type of

component in a chain of characters.

A field of source document defining positions ilh@escence should be called with the word
"arborescence"” in its name. So, supplementing egipdin regards here only section 2.3.1. of

arborescence.
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Number Functional Component Eailure mode Failure Effects at Effects at Observable Criticity | Remarks
block rate equipment level system level symptoms
# 2.3.1. Logic interface module
Block a Resistor RNR Short circuit
Open circuit
Drift
Resistor RNC Short circuit
Open circuit
Drift
Diode signal
Block b Capacitor CKR |Short circuit
Open circuit
Drift
ZENER Diode Short circuit
Open circuit
Drift
Switching Short circuit
transistor
Open circuit
Drift
Quartz Short circuit
Open circuit
Drift
# 2.3.2. Analogic interface module
Block ¢ Resistor RNR
Resistor RNR
Capacitor CKR
Capacitor CLR
Linear transistor
Block d Resistor RIR
Thermistor RTH
Switching
transistor

FMECA after supplementing
4.9 Selection
Command "Selection” of menu FMECA is used as tliahenu PRA though selection table

contains an additional line making it possible @mer to specify whether fields should be
informed by the program during selection (enten sty

&2l SELECTION1 |- (O] x|
Reference in Function Failure . Effects at Effects at | Observahle
Number Component Failure rate .
arborescenc al block mode uif t level| system level ympt
Overheating
| [ + [+ ] | | |

ENTER + TO COMPLETE THE CORRESPONDING COLUMNS BEFORE SELECTION
{ Each empty cell will be modified with the contents of the previous non empty cell)

DEFINING SELECTION CRITERIA THEN PRESS BUTTON
Unigue criterion per cell relating to column field

- o ) Selection
Condition AND between criteria of a same line
Condition OR between criteria of different lines
i BT S
Compgnson operators 1=, , <, , - Cancel
Generic characters : one: ? mare :
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So, in previous example, all fault modes leadingricoverheating will be informed with, for
each of them, the name of component and that ef’aek functional unit. Selection criteria
are initiated on results sheet right section.

4.10 Synthesis

Same as that of menu PRA, command "Synthesis" afunfeMECA helps performing
automatically a synthesis document, as that shalowh from a user predefined format.

Synthesis of observable symptoms

Synthesis of observable symptoms

Synthesis of observable symptoms
] Telemetry : TM3
Ri Synthesis of observable symptoms
— Effec]

Reconfigy .

cquipmen Telemetry : TM4

Risk of wr

Effects at system level Criticity Effects at equipmen t level Component

Risk of wrong controls 2 Bit inversion Resistor RWR
Deterioration of bit error rate.
Risk of wrong controls 2 Risk of reading error Resistor RNC

Synthesis format used in this example is as follows

Synthesis of observable symptoms

Telemetry : FP$$8

Effects at system level Criticity Effects at equipmen t level Component
$$7 $$9 $$6 $$3
$$7 $$9 $$6 $$3
$$7 $$9 $$6 $$3
$$7 $$9 $$6 $$3

It was created from command "Synthesis Format" wlallows to generate a blank format sheet
the user informs using utilities bar "Synthesisrkat ", already shown in PRA section.

During synthesis , the selection table is offeedder for possibly limiting the synthesis to an

FMECA section. The user should specify whetherdéeshould be informed by program
during selection (enter sign +).
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4.11 Formatting before Printing

Command "Document to be printed" of menu FMECA getes a document similar to
analysis document (active sheet) in which namegiféérent fields are reminded on top of
each page.

A page jumping is systematically inserted betwesthearborescence element.

User, using command «Formatting» of spreadshe@drébaitiating document printing, may
add a specific heading.
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OPERATING LICENCE AGREEMENT

OF FAILCAB SOFTWARE PACKAGE

ARTICLE 1 : SUBJECT

The purpose of this Agreement is to define the @@ in which the CAB INNOVATION Company grants thestomer
with a non-transferable, non-exclusive and persaght to use the software package referred toF#dLCAB" and whose
features are specified in user's manual.

ARTICLE 2 : SCOPE OF THE OPERATING RIGHT

The customer may use the software package on ngke siomputer and on a second one provided thatebend computer
does not operate at the same time as the first @he. customer can only have one software packagg maintained in a
safe place as a backup copy.

If this license is regarding a performance on sites customer may install the package software eraer, while
scrupulously complying with purchase conditiondextzon specific conditions especially defining thaximum number of
users authorized to use the software package fhain terminal and the maximum number of users aigéd to use it
simultaneously. The customer is therefore authdribeperform a number of software package docurtientaopies equal
to the maximum number of users allowed to use it..

CAB INNOVATION will be in a position to perform insp#ons, either itself or through a specialized tyrpurposefully
authorized by CAB INNOVATION, at customer premisevéuify if customer has met its requirements : namif software
package copies used, location of such copies, &tarties will agree as regards the practical nibeslof performance of
such inspections so as to disturb minimally custtsraetivity.

ARTICLE 3 : DELIVERY, INSTALLATION AND RECEPTION

The software package and attached supplies willdiigered to the customer on mail reception ddtiee customer installs,
at its own costs, the software package using retavanual delivered by CAB INNOVATION.

The customer performs the inventory and shall mf@AB INNOVATION, within three working days of theetivery, of
any apparent nonconformity with respect to the ortlee customer is liable for any loss or any daenzaused to supplies as
from the delivery.

ARTICLE 4 : TESTING AND GUARANTEE

Guarantee is effective as from the mail deliveriedzet forth in Article 3 and has a three-monthidisi.

During the guarantee validity, if the customer eigreces a software package operation trouble, bealdhinform CAB
INNOVATION about it, so as to receive any helpfuptanations with the purpose of remedying suchhteulf the trouble
is continuing, the customer will return the C.D. RGMCAB INNOVATION, at CAB INNOVATION's Head Office, atis
own expense and with registered mail with acknogdedent of receipt, by specifying exactly the trasbéncountered.

Within the three months of reception of consignmeettforth in preceding paragraph, CAB INNOVATION Ivdkliver, at
its own expense, a new product version to the oustoThis new version will be benefiting of the saguarantee as
benefited the first version.

The customer looses the benefit of the guarantee does not comply with the instructions manuebmemendations, if he
performs modifications of configuration set forth Article 2 above without obtaining a prior writt@onsent from CAB
INNOVATION, or if he performs modifications, additis, corrections, etc... on software package, &wdnthe support
from a specialized service company, without obtajra prior written consent from CAB INNOVATION.

ARTICLE 5 : PROPERTY RIGHT

CAB INNOVATION declares to be holding all the righpsovided for by the intellectual property code feAILCAB
package software and its documentation.

As this operating-right granting generates no priypeght transfer, the customer abstains from :

- any FAILCAB software package reproduction, whethes wholly or partly carried out, whatever therffo assumed,
excepting the number of copies authorized in Astil;

- any FAILCAB software package transcription in amyes language than that provided for in this Agreetn(see

Appendix), any adaptation to use it in other equaphor with other basic software packages de esethose provided for
in this Agreement.

To ensure this property protection, the customeleuiakes especially to
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- maintain clearly visible any property and copfitigspecifications that CAB INNOVATION would have affid on
programs, supporting material and documentation ;
- assume with respect to his staff and any extgraeedon any helpful information and prevention step

ARTICLE 6 : USING SOURCES

Any FAILCAB software package modification, transcigpt and, as a general rule, any operation requitiegise of sources
and their documentation are exclusively reserved B INNOVATION.

The customer holds the right to get the informatiequired for the software package interoperabilith other softwares he
is using, under the conditions provided for in ititellectual property code.

In each case, an amendment of these provisionsetitbut the price, time limits and general terfngesformance thereof.

ARTICLE 7 : LIABILITY

The customer is liable for :

- choosing FAILCAB software package, its adequacy wis requirements, precautions to be assumed acidup files to
be made for his operation, his staff qualificatiaas he received from CAB INNOVATION recommendationsd a
information required upon its operating conditiamsl limits of its performances set forth in useranual;

- the use made for results he obtains.

CAB INNOVATION is liable for the software package dommity with his documentation. The customer shathve any
possible non-conformity.

CAB INNOVATION does not assume any whatsoever guamnwhether explicit or implicit, relating to theftsvare
package, manuals, attached documentation or arposgig item or material provided and, especiadlgy guarantee for
marketing of any products relating to software aekor for using software package for a determirsex] any guarantee for
absence of forgery, etc...

Under no circumstances CAB INNOVATION could be hes&ponsible for any whatsoever damage, especially iio
performance, data loss or any other financial kessilting from the use or impossibility to use #&ILCAB software
package, even if CAB INNOVATION was told about thesgibility of such damage.

In the event where CAB INNOVATION liability is retadd, it is expressly agreed upon that the total arhaf
compensation to be paid by CAB INNOVATION, all casaken together, could not in any way exceed thtalfroyalty
price reduced by 25 % per period of twelve monthpsed as from the mailing delivery date.

ARTICLE 8 : DURATION

This Agreement is entered into for an undetermipexibd of time as of the date set forth in Arti8le

ARTICLE 9 : TERMINATION

Each party may terminate this Agreement, by registenail with acknowledgement of receipt forwardedhe other party,
for any breach by such party of its obligationsspite a notice remaining unresponsive for 15 dagd, this occurring with
no prejudice to damages it could claim and provithed the last paragraph of Article 7 above, beesd.

At end of this Agreement or in case of terminatfionwhatsoever reason, the customer will have op stsing FAILCAB
software package, pay all sums remaining due om afdiermination and return all elements compodiregsoftware package
(computer programs, documentation, etc ... ) wittoaintaining any copy of it.

ARTICLE 10 : ROYALTY

As a payment for the operating-right concessiog, dhstomer pays CAB INNOVATION an initial royaltyettamount of
which is determined in specific conditions.

ARTICLE 11 : PROHIBITED TRANFER

The customer refrains from transferring the sofempackage operating right granted personally to thyrthese provisions.
The customer also abstains from making documemtatial supporting material (CD ROM), even free of ghaavailable to
a person not expressly set forth in second paragrbpirticle 2.

ARTICLE 12 : ADDITIONAL SERVICES

Any additional services will be subject to an anmardt of these provisions, possibly through an emghaf letters, so as to
specify the contents, modalities of achievementtaedrice.

ARTICLE 13 : CORRECTIVE AND PREVENTIVE MAINTENANCE
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The corrective and preventive maintenance may bgsty upon customer's request, to a separate mgraeattached to
these provisions.

ARTICLE 14 : ENTIRETY OF THE AGREEMENT

The user's manual defining the FAILCAB software pgekieatures is appended to these provisions.

The provisions of this Agreement and his Appendigress the entirety of the Agreement entered ietovéen the parties.
They are prevailing among any proposition, exchaofgetters preceding its signing up, together vétty other provision
stated in documents exchanged between the pantieseating to the Agreement's subject matter.

If any whatsoever clause of this Agreement is aotl void with respect to a rule of Law or a Lawadrce, it will considered
as not being written though not involving the Agremt's nullity.

ARTICLE 15 : ADVERTISING

CAB INNOVATION could mention the customer in its busss references as a FAILCAB software package user.
ARTICLE 16 : CONFIDENTIALITY

Each party undertakes not to disclose any kindaguchents or information about the other party thatould have been
informed of on the Agreement's performance and dakies to have such obligation fulfilled by theguers it is liable for

ARTICLE 17 : AGREEMENT'S LANGUAGE

This Agreement is entered into and drawn up inRtench language.

In the event where it is translated into one orerforeign languages, only the French text will rerded authentic in case
of any dispute between the parties.

ARTICLE 18 : APPLICABLE LAW - DISPUTES

The French Law governs this Agreement.

In the event of any disagreement over the inteaicet and performance of any whatsoever provisiahie Agreement, and

if parties fail to reach an agreement under antratimn procedure, only Toulouse’s Courts will benpetent to settle the
dispute, despite the plurality of defendants orappeal for guarantee.
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